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(57) ABSTRACT

In a backup method, a source storage device sends data to a
backup storage device. The source storage device contains a
processor and a cache. The processor receives a write data
request which includes target data. And then, the processor
reads a first period ID recorded in a period ID table, wherein
the first period ID is corresponding to a first period. Next, the
processor modifies the write data request by attaching the first
period ID to the target data and writes the modified write data
request into the cache. After a backup task corresponding to
the first period is triggered, the processor identifies a second
period ID. The second period ID corresponds to a previous
period up to which data received by the source storage device
have been duplicated to the backup storage device. And then,
the processor obtains data received after the period corre-
sponding to the second period ID and up to the first period and
sends the obtained data to the backup storage device.
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1
METHOD FOR A SOURCE STORAGE
DEVICE SENDING DATA TO A BACKUP
STORAGE DEVICE FOR STORAGE, AND
STORAGE DEVICE

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a continuation of International Appli-
cation NO. PCT/CN2013/087229, filed on 15 Nov. 2013,
which claims priority to International Application NO. PCT/
CN2013/080203, filed on 26 Jul. 2013, all of which is hereby
incorporated by reference in its entirety.

TECHNICAL FIELD

The present invention relates to storage technologies, and
in particular, to a method for a source storage device sending
data to a backup storage device and a storage device.

BACKGROUND

Data disaster recovery, also known as remote data replica-
tion technologies, refers to setup of a non-local data system
which is an available replication oflocal data. When a disaster
occurs in local data or an entire application system, at least
one available copy of essential service data of the system is
stored non-locally.

A typical data disaster recovery system includes a produc-
tion center and a disaster recovery center. In the production
center, hosts and a storage array are deployed for normal
operation of services; and in the disaster recovery center,
hosts and a storage array are deployed to take over services of
the production center after the production center encounters a
disaster. The storage array of either the production center or
the disaster recovery center includes multiple data volumes
and a data volume is logical storage space formed by mapping
physical storage space. After data generated by services in the
production center is written to the production array, the data
can be replicated to the disaster recovery center by using a
disaster recovery link and written to the disaster recovery
array. In order that the data in the disaster recovery center can
support takeover of services after occurrence of a disaster,
consistency of the data replicated to the disaster recovery
array must guaranteed. Guarantee of data consistency in
nature is dependency-based write data requests, where the
dependency needs to be guaranteed. Application programs,
operating systems, and databases all inherently rely on logic
of'this dependency of write data requests to run their services.
For example, write data request 2 is not executed until write
data request 1 is complete. The order is fixed. That is to say,
the system will not deliver write data request 2 until it is
ensured that write data request 1 is returned successfully and
completely. In this way, services can be restored by relying on
an inherent method when an execution process is interrupted
because of a failure. Otherwise, it is possible that, for
example, when data is read, data stored by write data request
2 can be read while data stored by write data request 1 cannot
be read, and as a result, services cannot be restored.

In the prior art, a snapshot technology is used to solve the
problem. A snapshot is an image of data at a time point (time
point when copying is started). The purpose ofa snapshotisto
create a state view for a data volume at a specific time point.
From this view, only data of the data volume at the time of
creation can be viewed while modifications (new data is writ-
ten) to the data volume after the time point will not be
reflected in the snapshot view. By using this snapshot view,
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replication of data can be implemented. For the production
center, snapshot data is “static”. Therefore, the production
center can replicate snapshot data to the disaster recovery
center after a data snapshot is taken at each time point. This
not only implements remote data replication but will not
impact execution of a subsequent write data request in the
production center. For the disaster recovery center, the
requirement of data consistency may also be satisfied. For
example, when data of write data request 2 is replicated to the
disaster recovery center successfully while data of write data
request 1 is not replicated successfully, snapshot data before
write data request 2 can be used to restore the data in the
disaster recovery center to a previous state.

Because the production center needs to process a snapshot
when executing a write data request, and store the generated
snapshot data in a data volume dedicated for storage of snap-
shot data, when the production center replicates the snapshot
data to the disaster recovery center, it is necessary to read the
snapshot data stored in the data volume to a cache and then
send the snapshot data to the disaster recovery center. The
data used to generate the snapshot data, however, possibly
still exists in the cache but cannot be utilized properly. Every
replication requires reading snapshot data from the data vol-
ume, which results in long data replication and low efficiency.

SUMMARY

An embodiment of the present invention provides a method
for a source storage device sending data to a backup storage
device and a storage device where information carried in a
write data request can be sent to a second storage device
directly from a cache of a first storage device, which increases
efficiency of data replication.

In a first aspect, an embodiment of the present invention
provides a method for a source storage device sending data to
a target storage device for storage, where the source storage
device includes a processor and a cache, including:

receiving, by a first storage device, a first write data request
sent by a host, where the first write data request carries data to
be written and address information;

adding a first number to the data to be written and the
address information, and writing the data to be written and the
address information that are added the first number, where the
first number is a current time period number;

reading the data to be written and the address information
corresponding to the first number from the cache;

modifying the current time period number to identify infor-
mation carried in a subsequent write data request; and

sending the data to be written and the address information
to a second storage device.

In a first possible implementation of the first aspect of the
embodiment of the present invention, the first number is used
to identify a current replication task and the method further
includes:

recording a second number, where the second number is a
number corresponding to a latest completed replication task
before the current replication task.

With reference to the first possible implementation of the
first aspect of the embodiment of the present invention, in a
second possible implementation of the first aspect, the
method further includes:

reading, from the cache, data to be written and the address
information corresponding to a number following the second
number and preceding the first number; and

sending the data to be written and the address information
corresponding to the number following the second number
and preceding the first number to the second storage device.
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In a third possible implementation of the first aspect of the
embodiment of the present invention, the method further
includes: recording the current time period number, where the
current time period number is used to generate the first num-
ber.

In a second aspect, an embodiment of the present invention
provides method for a target storage device receiving data
from a source storage device of a storage system for storage,
wherein the target storage device includes a processor and a
cache, including:

receiving, by a second storage device, address information
sent by a first storage device;

when itis determined that the first storage device has failed,
obtaining, by the second storage device according to the
address information, data to be written corresponding to a
first number, where address information corresponding to the
first number is the same as the received address information
and the first number is a number preceding a current time
period number; and

adding a second number to the data to be written and the
address information corresponding to the first number and
writing the information to a cache.

In a first possible implementation of the second aspect of
the embodiment of the present invention, the method further
includes: recording the current time period number, where the
current time period number is used to generate the second
number.

In a second possible implementation of the second aspect
of the embodiment of the present invention, the method fur-
ther includes:

receiving a read data request sent by a host, where the read
data request includes the received address information;

determining that a latest number corresponding to the
received address information is the second number; and

sending data to be written corresponding to the second
number to the host.

In a third aspect, an embodiment of the present invention
provides a storage device, including:

a receiving module, configured to receive a first write data
request sent by ahost, where the first write data request carries
data to be written and the address information;

a reading and writing module, configured to add a first
number to the data to be written and address information and
write the data to be written and the address information that
are added the first number to a cache, where the first number
is a current time period number; and read the data to be
written and the address information corresponding to the first
number from the cache;

a current time period number manager, configured to
modify the current time period number to identify informa-
tion carried in a subsequent write data request; and

a sending module, configured to send the data to be written
and the address information to a second storage device.

In a first possible implementation of the third aspect of the
embodiment of the present invention, the first number is used
to identify a current replication task; and

the current time period number manager is further config-
ured to record a second number, where the second number is
anumber corresponding to a latest completed replication task
before the current replication task.

With reference to the first possible implementation of the
third aspect of the embodiment of the present invention, in a
second possible implementation of the third aspect, the read-
ing and writing module is further configured to read, from the
cache, data to be written and the address information corre-
sponding to a number following the second number and pre-
ceding the first number; and
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the sending module is further configured to send the data to
be written and address information corresponding to the num-
ber following the second number and preceding the first num-
ber to the second storage device.

In a third implementation of the third aspect of the embodi-
ment of the present invention, the current time period number
manager is further configured to record the current time
period number, where the current time period number is used
to generate the first number.

In a fourth aspect, an embodiment of the present invention
provides a storage device, including:

areceiving module, configured to receive address informa-
tion sent by a first storage device;

a searching module, configured for: when it is determined
that the first storage device has failed, obtain, according to the
address information, data to be written corresponding to a
first number, where address information corresponding to the
first number is the same as the received address information
and the first number is a number preceding a current time
period number; and

awriting module, configured to add a second number to the
data to be written and the address information corresponding
to the first number and write the information to a cache.

Inafirst possible implementation of the fourth aspect of the
embodiment of the present invention, the storage device fur-
ther includes:

a current time period number manager, configured to
record the current time period number, where the current time
period number is used to generate the second number.

In a second possible implementation of the fourth aspect of
the embodiment of the present invention, the receiving mod-
ule is further configured to receive a read data request sent by
a host, where the read data request includes the received
address information;

the searching module is further configured to determine
that a latest number corresponding to the received address
information is the second number; and

the storage device further includes a sending module,
where the sending module is configured to send data to be
written corresponding to the second number to the host.

In a fifth aspect, an embodiment of the present invention
provides a storage device, including a processor, a memory,
and a communications bus,

where, the processor and the memory communicate by
using the communications bus;

the memory is configured to store a program; and

the processor is configured to execute the program to
implement:

receiving a first write data request sent by a host, where the
first write data request carries data to be written and the
address information; adding a first number to the data to be
written and address information, and writing the data to be
written and the address information that are added the first
number to a cache, where the first number is a current time
period number; reading the data to be written and the address
information corresponding to the first number from the cache;
modifying the current time period number to identify infor-
mation carried in a subsequent write data request; and send-
ing the data to be written and the address information to a
second storage device.

In a first possible implementation of the fifth aspect of the
embodiment of the present invention, the first number is used
to identify a current replication task and the processor is
further configured to:

record a second number, where the second number is a
number corresponding to a latest completed replication task
before the current replication task.
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With reference to the first possible implementation of the
fifth aspect of the embodiment of the present invention, in a
second possible implementation of the fifth aspect, the pro-
cessor is further configured to read, from the cache, datato be
written and the address information corresponding to a num-
ber following the second number and preceding the first num-
ber, and send the data to be written and the address informa-
tion corresponding to the number following the second
number and preceding the first number to the second storage
device.

In a third possible implementation of the fifth aspect of the
embodiment of the present invention, the processor is further
configured to record the current time period number, where
the current time period number is used to generate the first
number.

In a sixth aspect, an embodiment of the present invention
provides a storage device, including a processor, a memory,
and a communications bus,

where, the processor and the memory communicate by
using the communications bus;

the memory is configured to store a program; and

the processor is configured to execute the program to
implement:

receiving address information sent by a first storage device;

when itis determined that the first storage device has failed,
obtaining, by a second storage device according to the
address information, data to be written corresponding to a
first number, where address information corresponding to the
first number is the same as the received address information
and the first number is a number preceding a current time
period number; and

adding a second number to the data to be written and the
address information corresponding to the first number and
writing the information to a cache.

In a first possible implementation of the sixth aspect of the
embodiment of the present invention, the processor is further
configured to record the current time period number, where
the current time period number is used to generate the second
number.

In a second possible implementation of the sixth aspect of
the embodiment of the present invention, the processor is
further configured to receive a read data request sent by a host,
where the read data request includes the received address
information; determine that a latest number corresponding to
the received address information is the second number; and
send data to be written corresponding to the second number to
the host.

In the embodiments of the present invention, after a first
storage device receives a write data request sent by a host,
where information carried in the write data request includes
data to be written and address information, the first storage
device adds a first number to the data to be written and address
information and writes the information to the cache, where
the first number is a current time period number. When a
replication task is triggered, the first storage device reads the
data to be written and address information corresponding to
the first number from the cache and sends the information to
the second storage device. In addition, when a replication task
is triggered, the first storage device modifies the current time
period number, so that the first storage device, when receiving
a write data request subsequently, adds the same number as
the modified current time period number to information car-
ried in the write data request. Thereby, in the cache, informa-
tion carried in a write data request to be sent to the second
storage device is distinguished from information carried in a
write data request being received by the first storage device.
This implements direct sending of information carried in a
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write data request from the cache to the second storage
device. Because information is sent directly from the cache
without the need to read it from a data volume, the data
replication time is short, which increases efficiency of data
replication.

BRIEF DESCRIPTION OF DRAWINGS

To illustrate the technical solutions in the embodiments of
the present invention more clearly, the following briefly intro-
duces the accompanying drawings required for describing the
embodiments.

FIG. 1is aschematic diagram of application network archi-
tecture of a data sending method according to an embodiment
of the present invention;

FIG. 2 is a flowchart of a data sending method according to
an embodiment of the present invention;

FIG. 3 is a flowchart of a data receiving method according
to an embodiment of the present invention;

FIG. 4 is a signaling flowchart of a data sending method
according to an embodiment of the present invention;

FIG. 5 is a schematic structural diagram of a storage device
according to an embodiment of the present invention;

FIG. 6 is a schematic structural diagram of another storage
device according to an embodiment of the present invention;

FIG. 7 is a schematic structural diagram of still another
storage device according to an embodiment of the present
invention;

FIG. 8 is a schematic structural diagram of still another
storage device according to an embodiment of the present
invention;

FIG. 9 is a schematic diagram of another application net-
work architecture of a data sending method according to an
embodiment of the present invention;

FIG. 10 is a flowchart of a data replication method accord-
ing to an embodiment of the present invention;

FIG. 11 is a schematic structural diagram of another stor-
age device according to an embodiment of the present inven-
tion; and

FIG. 12 is a schematic structural diagram of still another
storage device according to an embodiment of the present
invention.

DESCRIPTION OF EMBODIMENTS

To make the objectives, technical solutions, and advan-
tages of the embodiments of the present invention more com-
prehensible, the following clearly describes the technical
solutions in the embodiments of the present invention with
reference to the accompanying drawings in the embodiments
of the present invention.

A data sending method provided in an embodiment of the
present invention may be implemented in a storage device.
FIG. 1 is a schematic diagram of system architecture of a data
sending method provided in an embodiment of the present
invention. As shown in FIG. 1, a production center includes
one or more production hosts, a connecting device, and a
production array (corresponding to a first storage device in
the following embodiments); and a system architecture of a
disaster recovery center is similar to that of the production
center, including disaster recovery hosts, a connecting device,
and a disaster recovery array (corresponding to a second
storage device in the following embodiments). In the embodi-
ment of the present invention, there may be more than one
disaster recovery center. The production center and the disas-
ter recovery center may transmit data over IP (Internet Pro-
tocol) or FC (Fiber Channel). There may be a control center
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between the production center and the disaster recovery cen-
ter. The control center may be deployed on the production
center side or on the disaster recovery center side, or deployed
on a third-party device between the production center and the
disaster recovery center. The control center is configured to
send a signal to the disaster recovery array when the produc-
tion array is faulty, so that the disaster recovery array takes
over host services of the production array.

The production hosts and the disaster recovery hosts may
be any computer devices known in the prior art, such as
servers and desk-top computers. Inside a host, an operating
system and other application programs are installed.

The connecting device may include any interface known in
the prior art, between a storage device and a host, such as a
fiber switch or other currently available switches.

The production array and the disaster recovery array may
both be a storage device known in the prior art, such as a disk
drive formed by one or more interconnected Redundant Array
of Inexpensive Disks (RAID), Just a Bunch Of Disks (JBOD),
and one or more interconnected disk drives, such as a tape
library, or a tape storage device of one or more storage units,
where the one or more interconnected disk drives are of a
Direct Access Storage Device (DASD).

The storage space of the production array may include
multiple data volumes. A data volume is logical storage space
formed by mapping physical storage space. For example, a
data volume may be Logic Unit Number (LUN), or a file
system. In this embodiment of the present invention, the
disaster recovery array has a similar structure to the produc-
tion array.

Referring to FIG. 1, FIG. 1 illustrates a data sending
method according to an embodiment of the present invention.
This embodiment of the present invention is applied in a first
storage device, where the first storage device includes a con-
troller, a cache memory (hereinafter referred to as cache or
cache), and a storage medium. The controller is a processor of
the first storage device and configured to execute IO com-
mands and other data services. The cache is a memory located
between the controller and a hard disk, with a smaller capac-
ity but much higher speed than a hard disk. The storage
medium is a primary memory of the first storage device,
which is generally a non-volatile storage medium, such as a
magnetic disk. In the embodiment of the present invention, all
physical storage space included in the first storage device is
referred to as the storage medium. Specifically, the following
steps may be executed by the controller in the first storage
device.

Step S101: The first storage device receives a first write
data request sent by a host, where the first write data request
carries data to be written and address information.

The address information may include a Logic Block
Address (LBA). When the first storage device includes mul-
tiple data volumes, the address information may further
include an ID of a data volume of the first storage device.

Step S102: Add a first number to the data to be written and
address information, and write the data to be written and the
address information to the cache, where the first number is a
current time period number.

The first storage device may include a current time period
number manager, and the current time period number man-
ager stores the current time period number. The current time
period number may be a numeric, suchas 0, 1, or 2, or a letter,
such as a, b, or ¢, which is not limited herein.

When the first write data request is received, a first number
is added to the data to be written and address information
carried in the first write data request, where the first number is
a value assigned by the current time period number.
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After the first number is added to the information carried in
the first write data request, the modified information carried
in the first write data request is written to the cache, so that the
data to be written, the address information, and the first num-
ber that are carried in the first write data request are all stored
in the cache.

In addition, within a period of time, another write data
request may also be received, and it is also necessary to add
the first number to the information carried in the write data
request and write the information to the cache. It should be
noted that, before the current time period number changes,
the first number is added to information carried in all write
data requests.

Step S103: Read the data to be written and address infor-
mation corresponding to the first number from the cache.

When a replication task is triggered, the first storage device
may read the data to be written and address information
corresponding to the first number from the cache. It is under-
standable that there may be multiple pieces of data to be
written and address information corresponding to the first
number.

A replication task means that the first storage device sends
information carried in write data requests received by one
data volume within a period of time to a second storage
device, where a same number as the current time period
number is added to the information carried in all the write data
requests. A replication task may be triggered by a timer, or
triggered manually, which is not limited herein. The purpose
of replication is to send the data to be written carried in write
data requests that are received by the first storage device to the
second storage device, so that the second storage device can
take over work of the first storage device when the first stor-
age device is faulty. It is understandable that the address
information (such as an LBA) carried in the write data request
also needs to be sent to the second storage device, where the
LBA is used to indicate an address where the second storage
device stores the data to be written. Because the second stor-
age device has the same physical structure as the first storage
device, an LBA applicable to the first storage device is also
applicable to the second storage device.

In the embodiment of the present invention, a replication
task is specific to a data volume of the first storage device.
When the first storage device includes multiple data volumes,
each data volume corresponds to one replication task.

Step S104: Modify the current time period number to iden-
tify information carried in a subsequent write data request.

When a replication task is triggered, the current time period
number manager needs to modify the current time period
number. When a subsequent write data request is received,
another number needs to be added to information carried in
the subsequent write data request, where the another number
is a value assigned by the modified current time period num-
ber. Thereby, in the cache, information carried in a write data
request to be sent to the second storage device can be distin-
guished from information carried in a write data request being
received by the first storage device.

It should be noted that step S103 and step S104 are not
subject to a time sequence.

Step S105: Send the data to be written and address infor-
mation to the second storage device.

The first storage device sends the data to be written and
address information corresponding to the first number and
read from the cache to the second storage device.

Specifically, the first storage device may send all read data
to be written and address information to the second storage
device directly. Or, the first storage device may, after obtain-
ing IDs of data volumes of the second storage device, gener-
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ate new write data requests according to the data to be written
and address information carried in each write data request and
the IDs of the data volumes of the second storage device, and
then send the new write data requests to the second storage
device.

In the embodiment of the present invention, after the first
storage device receives a write data request sent by a host,
where information carried in the write data request includes
data to be written and address information, the first storage
device adds a first number to the data to be written and address
information and writes the information to the cache, where
the first number is a current time period number. When a
replication task is triggered, the first storage device reads the
data to be written and address information corresponding to
the first number from the cache and sends the information to
the second storage device. In addition, when a replication task
is triggered, the first storage device modifies the current time
period number, so that the first storage device, when receiving
a write data request subsequently, adds a same number as the
modified current time period number to information carried
in the write data request. Thereby, in the cache, information
carried in a write data request to be sent to the second storage
device is distinguished from information carried in a write
data request being received by the first storage device. This
implements direct sending of information carried in a write
data request from the cache to the second storage device.
Because information is sent directly from the cache without
the need to read it from a data volume, the data replication
time is short, which increases efficiency of data replication.

It is understandable that, in the foregoing embodiment,
when a replication task is triggered, the first storage device
sends the data to be written and address information corre-
sponding to the current time period number to the second
storage device, and also modifies the current time period
number to identify information carried in a subsequent write
data request. When a subsequent replication task is triggered,
the first storage device sends the data to be written and
address information corresponding to the modified current
time period number to the second storage device, and modi-
fies the current time period number again. This ensures that
the first storage device sends information carried in received
write data requests completely to the second storage device in
batch.

However, when there are multiple disaster recovery cen-
ters, assuming that a storage device corresponding to a second
disaster recovery center is a third storage device, the first
storage device also needs to send information carried in write
data requests received by the first storage device to the third
storage device. For the second storage device, when a repli-
cation task is triggered, the current time period number man-
ager will modify the current time period number. At this time,
the number assigned by the current time period number to the
second storage device and that assigned to the third storage
device are both the modified numbers. The information car-
ried in write data requests corresponding to the number
before the current time period number is modified, however,
has not yet been sent to the third storage device.

Therefore, in a scenario of multiple disaster recovery cen-
ters, the foregoing embodiment may further include the fol-
lowing steps:

Step S106: Record a second number, where the second
number is a number corresponding to a latest completed
replication task before a current replication task.

In the foregoing embodiment, the first number is the same
as the current time period number and can be used to identify
the current replication task. The current replication task
means that the first storage device sends the information
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carried in write data requests received by one data volume
within the current period of time to the second storage device,
where a same number as the current time period number is
added to the information carried in all the write data requests.

The second number is a number corresponding to the latest
completed replication task before the current replication task.

When there are multiple disaster recovery centers, the cur-
rent time period number may be modified when a replication
task is initiated to a storage device in another disaster recov-
ery center. Therefore, it is necessary to record the number
corresponding to a previously completed replication task.

If another number exists between the second number and
the first number, information carried in a write data request
corresponding to this number is not sent to the second storage
device and step S107 needs to be executed.

Step S107: Read, from the cache, data to be written and
address information corresponding to a number following the
second number and preceding the first number.

The specific reading process is similar to step S103, which
will not be further described herein.

It should be noted that step S107 and step S103 may not be
subject to a time sequence and they may be executed simul-
taneously.

Step S108: Send the data to be written and address infor-
mation corresponding to the number following the second
number and preceding the first number to the second storage
device.

The specific sending process is similar to step S105, which
will not be further described herein.

In the embodiment of the present invention, not only infor-
mation carried in write data requests corresponding to the
current time period number is sent to the second storage
device, but also information carried in write data requests
corresponding to a number between the number correspond-
ing to the previously completed replication task and the cur-
rent time period number is sent to the second storage device.
This is applicable to a scenario of multiple disaster recovery
centers and ensures the integrity of data replication.

Referring to FIG. 2, FIG. 2 illustrates an embodiment of a
data receiving method according to the present invention. The
embodiment of the present invention is applicable to a sce-
nario where a disaster recovery center receives information
carried in a write data request sent by a production center. The
method may include the following steps:

Step S201: A second storage device receives address infor-
mation sent by a first storage device.

Specifically, the second storage device may receive data to
be written and address information sent by the first storage
device; or the second storage device may receive a write data
request sent by the first storage device, where the write data
request includes data to be written and address information,
where the address information may be a Logic Unit Address
(LBA). When the second storage device includes multiple
data volumes, the address information may further include an
1D of a data volume of the second storage device. It is under-
standable that there may be more than one piece of address
information.

After receiving the data to be written and address informa-
tion, the second storage device adds a same number as a
current time period number to the data to be written and
address information and writes the information to a cache, so
that the same number as the current time period number, the
data to be written and address information are stored in the
cache.

It should be noted that the second storage device also
includes a current time period number manager, and the time
slice number manager stores the current time period number.
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The current time period number may be a numeric, such as 0,
1,0r2, oraletter, such as a, b, or ¢, which is not limited herein.
The current time period number here may have no relation
with the current time period number in the first storage device.

Step S202: When it is determined that the first storage
device has failed, the second storage device obtains, accord-
ing to the address information, data to be written correspond-
ing to a first number, where address information correspond-
ing to the first number is the same as the received address
information and the first number is a number preceding the
current time period number.

Generally, if both the first storage device and the second
storage device operate normally, the second storage device
may receive information carried in all write data requests sent
by the first storage device, add a same number as the current
time period number to information carried in each write data
request, and store the information in the cache. However, if
the first storage device is faulty, the second storage device
may possibly receive only a part of the data to be written
corresponding to the current time period number of the first
storage device. In this case, the data stored by the second
storage device is possibly untrue, and if the second storage
device takes over work of the first storage device directly, data
consistency cannot be guaranteed. For example, if a host
sends a read data request to the second storage device at this
time, requesting to read data stored in the address informa-
tion, the second storage device will search for a latest number
corresponding to the address information and then send data
to be written corresponding to the current time period number
to the host, however, the data is untrue. Therefore, in this case,
it is necessary to restore data corresponding to a number
preceding the current time period number of the second stor-
age device from the data in the cache of the second storage
device.

Specifically, that the first storage device has failed may be
determined in a manner in which a control center sends a
signal to the second storage device, where the signal is used to
indicate that the first storage device has failed and that the
second storage device needs to take over host services of the
first storage device.

Generally, when a replication task is completed, the control
center may send a replication success indication to both the
first storage device and the second storage device. If the
second storage device does not receive the indication, it indi-
cates that a current replication task is not completed. Comple-
tion of a replication task means that the first storage device
has sent information carried in all write data requests corre-
sponding to the current time period number to the second
storage device and that the second storage device has finished
receiving the information.

When the second storage device determines that the first
storage device has failed, if the current replication task is
completed, the second storage device can take over work of
the first storage device directly and data consistency can be
guaranteed. This situation is beyond the discussion of the
embodiment of the present invention.

However, if the current replication task is not completed, it
is necessary to restore data corresponding to a number pre-
ceding the current time period number of the second storage
device from the data in the cache of the second storage device.

A specific restoration manner may be: according to the
received address information, checking whether address
information corresponding to a number preceding the current
time slice number is identical to the received address infor-
mation exists, if not, continuing to check address information
corresponding to a further preceding number until address
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information identical to the received address information is
found, and then obtaining data to be written corresponding to
the number.

Step S203: Add a second number to the data to be written
and address information corresponding to the first number
and write the information to a cache.

The second number is a number obtained by modifying the
current time period number and also the latest number stored
in the cache in the embodiment of the present invention.
When a host sends a read data request to the second storage
device, requesting to read data stored in the address informa-
tion, the second storage device learns by searching that the
latest number corresponding to the address information is the
second number and sends data to be written corresponding to
the second number to the host. Thereby, data consistency is
guaranteed.

In the embodiment of the present invention, the second
storage device receives address information sent by the first
storage device, and when the first storage device is faulty,
obtains data to be written corresponding to a number preced-
ing the current time period number, adds a second number to
the data to be written and address information corresponding
to the number preceding the current time slice number, and
stores the information in a cache. Thereby, data consistency is
guaranteed.

Referring to FIG. 3, FIG. 3 illustrates an embodiment of a
data sending method according to the present invention. In the
embodiment of the present invention, to distinguish between
a cache in a production array and a cache in a disaster recov-
ery array, the cache in the production array is referred to as a
first cache and the cache in the disaster recovery array is
referred as a second cache in the embodiment of the present
invention.

As shown in FIG. 3, the method includes the following
steps:

Step S301: The production array receives a write data
request A from a production host.

The write data request A includes a volume ID, a write
address A, and data to be written A. The write address A is a
logical address of a production array where the data to be
written A is to be written, such as an LBA. Generally, when
the production array executes the write data request A, the
production array needs to translate the LBA into a Physical
Block Address (PBA) and then writes the data to be written A
to a storage medium according to the PBA. The volume ID is
an ID of a data volume corresponding to the write data request
A. Inthis embodiment, it is assumed that the production array
includes one volume (hereinafter referred to as primary vol-
ume). Then, information carried in the write data request A
includes a primary volume ID, the write address A, and the
data to be written A.

Step S302: The production array modifies the write data
request A to a write data request A', and the write data request
A includes information carried in the write data request A and
a first number.

In the embodiment of the present invention, a controller of
the production array may include a current time period num-
ber (CTPN) manager. The CTPN manager records a current
time period number which is used to generate the first num-
ber, and specifically the first number equals the current time
period number.

After receiving the write data request A, the production
array modifies the write data request A to the write data
request A'. Specifically, amodification manner may be adding
the first number to the information carried in the write data
request A. For example, when the current time period number
is 1, the first number is also 1.
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Optionally, a timestamp may be recorded when the write
data request A is received and the timestamp is matched in a
pre-stored number sequence so as to determine a number
corresponding to the timestamp. Specifically, the number
sequence may be a mapping table or in other forms, which is
not limited herein. The number sequence includes multiple
numbers, where each number corresponds to a section of
timestamps, as show in Table 1.

TABLE 1
Number Section of timestamps
1 9:01-10:00
2 10:01-11:00
3 11:01-12:00

Assuming that the timestamp when the write data request A
is received is 9:30, the corresponding number is 1 and then the
write data request A can be modified to the write data request
A' according to the number.

Step S303: The production array writes the write data
request A' to the first cache, so that information carried in the
write data request A' is stored in the first cache. The informa-
tion carried in the write data request A' includes the first
number, the primary volume ID, the write address A, and the
data to be written A.

In the embodiment of the present invention, the first num-
ber may correspond to multiple write data requests. Before
the current time period number recorded in the CTPN is
modified, the first number is added to information carried in
all received write data requests.

It is understandable that, after the write data request A is
received, a write data request B may be received and modified
to a write data request B', so that the write data request B'
further includes the first number; and a write data request C
may also be received and modified to a write data request C',
so that the write data request C' further includes the first
number.

For example, after the write data request A, the write data
request B', and the write data request C' are written to the first
cache, the information stored in the first cache may be shown
in Table 2.

TABLE 2
Data to be
Number Volume ID Write address written

1 Primary volume ID Write address A Data to be
written A

1 Primary volume ID Write address B Data to be
written B

1 Primary volume ID Write address C Data to be
written C

It should be noted that, in the embodiment of the present
invention, it is assumed that the production array includes one
data volume (which may be referred to as a primary volume),
IDs of data volumes carried in the write data request A', the
write data request B' and the write data request C' are all the
primary volume IDs. In another embodiment of the present
invention, the production array may include multiple data
volumes, and therefore IDs of data volumes carried in the
write data request A', the write data request B' and the write
datarequest C'may be different. In addition, Table 2 is only an
example of storage of information carried in write data
requests in the first cache. Alternatively, the information may
be stored in form of a tree. The storage form is not limited
herein.
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Taking Table 2 as an example, the numbers, the volume
1Ds, and the write addresses may be regarded as indexes of
Table 2. According to the indexes, corresponding data to be
written can be found. When indexes are the same, the data to
be written corresponding to the indexes should also be the
same. Therefore, when a new write data request is written, it
is necessary to determine whether same information as a
number, a volume ID and a write address of the new write data
request is stored in the first cache, and if yes, the information
carried in the new write data request is used to override the old
information. It is understandable that, when the write data
request A', write data request B', and write data request C' are
written to the first cache, it is also necessary to determine
whether their numbers, volume IDs, and write addresses are
the same as information already stored in the first cache, and
because their numbers, volume IDs, and write addresses are
different from the information already stored in the first
cache, the write data request A', write data request B', and
write data request C' can all be written to the first cache.

For example, if a write data request D is received then and
the write data request D includes the primary volume ID, the
write address B, and data to be written D, the write data
request D is modified to a write data request D', so that the
write data request D' further includes the first number. There-
fore, when the write data request D' is written to the first
cache, it is necessary to determine whether same information
as the number, volume ID, and write address of the write data
request D' is stored in the first cache, and if yes, the informa-
tion carried in the write data request D' is used to override the
old information. Because the number, the volume ID, and the
write address carried in the write data request D' are all the
same as the number, the volume ID, and the write address
included in the write data request B', in the first cache, the
information of the write data request D' will override the
information of the write data request B'.

Specifically, after the write data request D' is written to the
first cache, the information stored in the first cache may be
shown in Table 3.

TABLE 3
Number Volume ID Write address Data to be written
1 Primary volume ID ~ Write address A Data to be written A
1 Primary volume ID ~ Write address B Data to be written D
1 Primary volume ID  Write address C  Data to be written C

Step S304: When a replication task is triggered, the pro-
duction array modifies the current time period number
included in the CTPN manager, for example, may modify the
current time period number from 1 to 2.

In order to distinguish between the current time period
number of the production array and the current time period
number of the disaster recovery array, in the embodiment of
the present invention, the current time period number of the
production array is referred to as a first current time period
number, and the current time period number of the disaster
recovery array is referred to as a second current time period
number.

It is understandable that, after the first current time period
number is modified from 1 to 2, accordingly, the number 2
will be added to information carried in all write data requests
received afterwards. For example, a write data request E is
received and the write data request E includes the primary
volume ID, the write address A, and data to be written E, and
then the write data request E is modified to a write data
request E', so that the write data request E' further includes the
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number 2. A write datarequest F is received and the write data
request F includes the primary volume ID, a write address F,
and data to be written F, and then the write data request F is
modified to a write data request F', so that the write data
request F' further includes the number 2. After the write data
request E' and the write data request F' are written to the first
cache, the information stored in the first cache may be shown
in Table 4.

TABLE 4
Number Volume ID Write address Data to be written
1 Primary volume ID ~ Write address A Data to be written A
1 Primary volume ID ~ Write address B Data to be written D
1 Primary volume ID ~ Write address C  Data to be written C
2 Primary volume ID ~ Write address A Data to be written E
2 Primary volume ID ~ Write address F Data to be written F

Step S305: The disaster recovery array modifies the second
current time period number included in its CTPN manager,
for example, may modify it from 11 to 12.

In the embodiment of the present invention, the disaster
recovery array may also include its own CPTN manager.
When a replication task of the production array is triggered,
the CTPN manager of the production array modifies the first
current time period number, and the control center may also
send a control signal to the disaster recovery array, so that the
disaster recovery array also modifies the second current time
period number includes in its CPTN manager. Therefore, step
S305 and step S304 are not subject to a time sequence.

Step S306A: The production array reads information car-
ried in write data requests corresponding to the first number
from the first cache.

Specifically, according to the above description, the infor-
mation carried in write data requests corresponding to the first
number is shown in Table 3.

Step S306B: The production array obtains an ID of a data
volume to be written to the disaster recovery array.

Step S306C: The production array generates new write
data requests according to the data volume ID and the infor-
mation carried in the write data requests corresponding to the
first number.

Specifically, a write data request A" may be generated
according to the data volume ID, the write address A, and the
data to be written A; a write data request D" may be generated
according to the data volume ID, the write address B, and the
data to be written D; and a write data request C" may be
generated according to the data volume ID, the write address
C, and the data to be written C.

In another embodiment of the present invention, both the
production array and the disaster recovery array may include
multiple data volumes, and therefore IDs of data volume
included in the write data request A", the write data request D"
and the write data request C" may be different. However, IDs
of data volumes in the disaster recovery array are in one-to-
one mapping with IDs of data volumes in the production
array.

Step S307: The production array send the generated new
write data requests to the disaster recovery array.

Specifically, the production array sends the write data
request A", the write data request D", and the write data
request C" to the disaster recovery array.

Step S308: The disaster recovery array modifies the
received write data requests.

For example, the disaster recovery array may modify the
write data request A" to a write data request A™ according to
the second current time period number recorded in the CTPN
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manager. Specifically, a modification manner may be adding
the number 12 to information carried in the write data request
A",

Similarly, the number 12 may be added to information
carried in the write data request B" and the write data request
B" is modified to a write data request B"'; and the number 12
may be added to information carried in the write data request
C" and the write data request C" is modified to a write data
request C'™".

Step S309: The disaster recovery array writes the modified
write data requests to the second cache.

Specifically, the information stored in the second cache
may be shown in Table 5.

TABLE 5

Number Volume ID Write address Data to be written

12 Secondary volume ID  Write address A Data to be written A
12 Secondary volume ID  Write address B Data to be written D
12 Secondary volume ID  Write address C ~ Data to be written C

Step S310: According to the write addresses in the write
data requests, the disaster recovery array writes the data to be
written to storage media corresponding to the write addresses.

Generally, the cache space is limited. Therefore, when its
utilization rate reaches a specific threshold, it is necessary to
write data in the cache to a hard disk. Specifically, the data to
be written A is written to a storage medium corresponding to
the write address A, and the data to be written D is written to
a storage medium corresponding to the write address B, and
the data to be written C is written to a storage medium corre-
sponding to the write address C.

Step S311: According to the write addresses in the write
data requests, the production array writes the data to be writ-
ten to storage media corresponding to the write addresses.

Similarly, when the utilization rate of the cache space ofthe
production array reaches a specific threshold, it is also nec-
essary write the data in the cache to a hard disk. As can be
learned from the above description, the following informa-
tion is stored in the first cache.

Number WVolume ID Write address Data to be written

1 Primary volume ID  Write address A Data to be written A
1 Primary volume ID ~ Write address B Data to be written D
1 Primary volume ID  Write address C ~ Data to be written C
2 Primary volume ID ~ Write address A~ Data to be written E
2 Primary volume ID ~ Write address F~ Data to be written F

Specifically, for write data requests with the same volume
1D, the same write address but different numbers, data to be
written carried in a write data request with a smaller number
is first written, then data to be written carried in a write data
request with a larger number is written. For example, the data
to be written D is first written and then the data to be written
E is written. Or, data to be written carried in a write data
request with a larger number is written directly without writ-
ing data to be written carried in a write data request with a
smaller number. For example, the data to be written E is
written directly.

Step S310 and step S311 are not subject to a time sequence.

Step S312: When a replication task is triggered, the pro-
duction array modifies the first current time period number
included in its CTPN manager, for example, may modify the
current time period number from 2 to 3.
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It is understandable that, after the first current time period
number in the CTPN of the production array is modified from
2 to 3, accordingly, the number 3 will be added to information
carried in all write data requests received by the production
array afterwards.

Step S313: The disaster recovery array modifies the second
current time period number included in its CTPN manager,
for example, may modify the second current time period
number from 12 to 13.

It is understandable that, after the second current time
period number in the CTPN manager of the disaster recovery
array is modified from 12 to 13, accordingly, the number 13
will be added to information carried in all write data requests
received by the disaster recovery array afterwards.

Step S314: The production array reads information carried
in write data requests corresponding to the number 2, gener-
ates corresponding write data requests, and sends the gener-
ated write data requests to the disaster recovery array.

Specifically, as can be learned from the above description,
the information carried in write data requests corresponding
to the number 2 includes information carried in the write data
request E and information carried in the write data request F.
Similarly, after the production array obtains the data volume
1D of the disaster recovery array, the production array may
generate a write data request E" according to the data volume
1D, the write address A, and the data to be written E, and
generate a write data request F" according to the data volume
1D, the write address F, and the data to be written F. Therefore,
the write data requests sent by the production array to the
disaster recovery array are the write data request E" and the
write data request F".

It should be noted that, in the embodiment of the present
invention, the production array does not send the write data
requests to the disaster recovery array in a time sequence, and
may also send the write data requests randomly. Specifically,
the production array may first send the write data request E"
and then the write data request F", or first send the write data
request F" and then the write data request E".

As can be learned from the above description, at this time,
the second current time period number in the CTPN manager
of'the disaster recovery array is 13. Therefore, after receiving
the write data request E", the disaster recovery array needs to
modify the write data request E" to a write data request E™
that includes the number 13. Similarly, after receiving the
write data request F", the disaster recovery array needs to
modify the write datarequest F" to a write data request F'" that
includes the number 13.

Step S315: The disaster recovery array receives an instruc-
tion to take over host services of the production array.

In the embodiment of the present invention, if the produc-
tion array is faulty, the disaster recovery array needs to take
over host services of the production array. Therefore, the
disaster recovery array needs to satisfy a requirement of data
consistency.

As can be learned from step S314, in a current replication
task, write data requests to be received by the disaster recov-
ery array include the write data request E" and the write data
request F". The disaster recovery array will not take over host
services of the production array until the modified write data
request E" and write data request F" are both successfully
written to the second cache. When the disaster recovery array
starts to take over host services, it indicates that the current
replication cycle is completed and the requirement of data
consistency is satisfied.

After the disaster recovery array has modified the write
data request E" to the write data request E™ and written the
write data request E™ successfully to the second cache but
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before the write data request ' is written successfully to the
second cache, if the production array is faulty and the disaster
recovery array starts to take over host services of the produc-
tion array, the current replication task is not completed yet
and the requirement of data consistency is not satisfied. Simi-
larly, after the disaster recovery array has modified the write
data request F" to the write data request F'" and written the
write data request F'"" successfully to the second cache but
before the write data request E™ is written successfully to the
second cache, if the production array is faulty and the disaster
recovery array starts to take over host services of the produc-
tion array, the current replication task is not completed either
and the requirement of data consistency is not satisfied.

In this case, it is necessary to restore the data in the cache
of the disaster recovery array to a state when the replication
task corresponding to the number 12 is completed. In the
following, it is assumed that the disaster recovery array has
modified the write data request E" to the write data request E™
and has successfully written the write data request E" to the
second cache and that the write data request F' is not suc-
cessfully written to the second cache.

Step S316: The disaster recovery array obtains a write
address carried in a write data request that has been success-
fully written to the second cache in the current replication
cycle.

As can be learned from the above description, in the repli-
cation task corresponding to the number 13, the write data
request E'" has been successfully written to the second cache
and the write address carried in the write data request E'" is the
write address A.

Step S317: According to the write address, the disaster
recovery array performs matching in the information carried
in write data requests corresponding to a preceding number to
search for a same write address as the write address A.

When a same write address as the write address is found,
step S318 is executed. Otherwise, matching is continued to be
performed in the information carried in write data requests
corresponding to a further preceding number (for example,
the number 11) until a same write address as the write address
A carried in the write data request E' is found.

As can be learned from the above description, the informa-
tion carried in write data requests corresponding to the num-
ber 12 is shown in Table 5. The write address carried in the
write data request A" is the same as the write address carried
in the write data request E"'.

It is understandable that, when the disaster recovery array
includes multiple data volumes and the information carried in
each write data request includes an ID of a data volume, it is
required that both the write address and the data volume 1D
should be matched.

Step S318: Generate a new write data request according to
the information including the found write address, and write
the new write data request to the second cache, where the new
write data request includes a modified number.

For example, the information read from the second cache
includes the write address A and the data to be written A (and
may also include the secondary volume ID), and then a new
write data request may be generated according to the read
information and the modified number (for example, the num-
ber is modified from 13 to 14). After the new write data
request is written to the second cache, a mapping relationship
stored in the cache is shown in Table 6.
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TABLE 6
Number Volume ID Write address Data to be written
12 Secondary volume ID  Write address A Data to be written A
12 Secondary volume ID  Write address B Data to be written D
12 Secondary volume ID  Write address C ~ Data to be written C
13 Secondary volume ID  Write address A Data to be written E
14 Secondary volume ID  Write address A Data to be written A

When a host sends a read data request to the disaster recov-
ery array, the requested data volume ID is the secondary
volume ID and the write address is the write address A, the
disaster recovery array will search the second cache for data
to be written with the secondary volume ID and the write
address A and corresponding to the latest number, and send
the data to be written to the host. In the embodiment of the
present invention, the data to be written A corresponding to
the number 14 is sent from the second cache to the host.

In the embodiment of the present invention, the production
array may send information carried in received write data
requests from a cache to the disaster recovery array directly
without the need to read related information from a data
volume, which increases the efficiency of data replication and
guarantees data consistency for the disaster recovery array.

In the prior art, data replication is implemented by using
snapshot data, where, every time the production array
executes a write data request, it is necessary to first place data
carried in the write data request in a cache, read, according to
a write address carried in the write data request, old data
stored in the address, store the data in a data volume, and then
write the data in the cache to the write address. A response
message of the write data request is not returned until all these
operations are completed. Because of the additional snapshot
processing steps, the delay in processing a write data request
is prolonged. In the embodiment of the present invention,
however, snapshot processing does not need to be performed
on data and therefore, although write data requests are modi-
fied, the time consumed is short. Therefore, compared with
the prior art, the embodiment of the present invention reduces
the delay in processing a write data request.

Referring to FIG. 5, FIG. 5 is a schematic structural dia-
gram of a storage device 50 according to an embodiment of
the present invention. As shown in FIG. 5, the storage device
50 includes a receiving module 501, a reading and writing
module 502, a current time period number manager 503, and
a sending module 504.

The receiving module 501 is configured to receive a first
write data request sent by a host, where the first write data
request carries data to be written and address information.

The address information may include a logical block
address (Logic Unit Address, LBA). When the storage device
50 includes multiple data volumes, the address information
may further include an ID of a data volume of the storage
device 50.

The reading and writing module 502 is configured to add a
first number to the data to be written and address information
and write the information to a cache, where the first number is
a current time period number; and read the data to be written
and address information corresponding to the first number
from the cache.

The storage device 50 may include a current time period
number manager 503, and the current time period number
manager 503 stores the current time period number, where the
current time period number may be a numeric, such as 0, 1, or
2, or a letter, such as a, b, or ¢, which is not limited herein.

When the first write data request is received, a first number
is added to the data to be written and address information
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carried in the first write data request, where the first number is
a value assigned by the current time period number.

After the first number is added to the information carried in
the first write data request, the modified information carried
in the first write data request is written to the cache, so that the
data to be written, the address information, and the first num-
ber carried in the first write data request are all stored in the
cache.

In addition, within a period of time, another write data
request may also be received, and it is also necessary to add
the first number to the information carried in the write data
request and write the information to the cache. It should be
noted that, before the current time period number changes,
the first number is added to information carried in all write
data requests.

When a replication task is triggered, the storage device 50
may read the data to be written and address information
corresponding to the first number from the cache. It is under-
standable that there may be multiple pieces of data to be
written and address information corresponding to the first
number.

A replication task means that the storage device 50 sends
information carried in write data requests that are received by
a data volume within a period of time to a storage device in a
disaster recovery center, where a same number as the current
time period number is added to the information carried in all
the write data requests. A replication task may be triggered by
a timer, or triggered manually, which is not limited herein.
The purpose of replication is to send the data to be written
carried in write data requests received by the storage device
50 to the storage device in the disaster recovery center, so that
the storage device in the disaster recovery center can take over
work of the storage device 50 when the storage device 50 is
faulty. It is understandable that the address information (such
as an LBA) carried in the write data request also needs to be
sent to the storage device in the disaster recovery center,
where the LBA is used to indicate an address where the
storage device in the disaster recovery center stores the data to
be written. The storage device in the disaster recovery center
has the same physical structure as the storage device 50.
Therefore, an LBA applicable to the storage device 50 is also
applicable to the storage device in the disaster recovery cen-
ter.

In the embodiment of the present invention, a replication
task is specific to a data volume of the storage device 50.
When the storage device 50 includes multiple data volumes,
each data volume corresponds to one replication task.

The current time period number manager 503 is configured
to modify the current time period number to identify infor-
mation carried in a subsequent write data request.

When a replication task is triggered, the current time period
number manager 503 needs to modify the current time period
number. When a subsequent write data request is received,
another number needs to be added to information carried in
the subsequent write data request, where the another number
is a value assigned by the modified current time period num-
ber. Therefore, in the cache, information carried in a write
data request to be sent to the storage device in the disaster
recovery center can be distinguished from information car-
ried in a write data request being received by the storage
device 50.

The sending module 504 is configured to send the data to be
written and address information to the storage device in the
disaster recovery center.

The storage device 50 sends the data to be written and
address information corresponding to the first number read
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from the cache to the second storage device the storage device
in the disaster recovery center.

Specifically, the storage device 50 may send all read data to
be written and address information to the storage device in the
disaster recovery center directly. Or, the storage device 50
may, after obtaining IDs of data volumes of the storage device
in the disaster recovery center, generate new write data
requests according to the data to be written and address infor-
mation carried in each write data request and the IDs of the
data volumes of the storage device in the disaster recovery
center, and then send the new write data requests to the
storage device in the disaster recovery center.

In the embodiment of the present invention, after the stor-
age device 50 receives a write data request sent by a host,
where information carried in the write data request includes
data to be written and address information, the storage device
50 adds a first number to the data to be written and address
information and writes the information to the cache, where
the first number is a current time period number. When a
replication task is triggered, the storage device 50 reads the
data to be written and address information corresponding to
the first number from the cache and sends the information to
the storage device in the disaster recovery center. In addition,
when a replication task is triggered, the storage device 50
modifies the current time period number, so that the storage
device 50, when receiving a write data request subsequently,
adds the same number as the modified current time period
number to information carried in the write data request.
Thereby, in the cache, information carried in a write data
request to be sent to the storage device in the disaster recovery
center is distinguished from information carried in a write
data request being received by the storage device 50. This
implements direct sending of information carried in a write
data request from the cache to the storage device in the disas-
ter recovery center. Because information is sent directly from
the cache without the need to read it from a data volume, the
data replication time is short, which increases efficiency of
data replication.

Referring to FIG. 6, FIG. 6 is a schematic structural dia-
gram of a storage device 60 according to an embodiment of
the present invention. As shown in FIG. 6, the storage device
60 includes a receiving module 601, a searching module 602,
and a writing module 604.

The receiving module 601 is configured to receive address
information sent by a storage device 50.

Specifically, the storage device 60 may receive data to be
written and address information sent by the storage device 50;
or the storage device 60 may receive a write data request sent
by the storage device 50, where the write data request
includes data to be written and address information, where the
address information may be a logical block address (Logic
Unit Address, LBA). When the storage device 60 includes
multiple data volumes, the address information may further
include an ID of a data volume of the storage device 60. It is
understandable that there may be more than one piece of
address information.

After receiving the data to be written and address informa-
tion, the storage device 60 adds a same number as a current
time period number to the data to be written and address
information and writes the information to a cache, so that the
same number as the current time period number, the data to be
written, and the address information are stored in the cache.

It should be noted that the storage device 60 may also
include a current time period number manager 603, and the
current time period number manager 603 stores the current
time period number. The current time period number may be
anumeric, suchas 0, 1, or 2, or aletter, suchas a, b, orc, which
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is not limited herein. The current time period number here
may have no relation with the current time period number in
the storage device 50.

The searching module 602 is configured for: when it is
determined that the storage device 50 has failed, the storage
device 60 to obtain, according to the address information,
data to be written corresponding to a first number, where
address information corresponding to the first number is the
same as the received address information and the first number
is a number preceding the current time period number.

Generally, if both the storage device 50 and the storage
device 60 operate normally, the storage device 60 may receive
information carried in all write data requests sent by the
storage device 50, add a same number as the current time
period number to information carried in each write data
request, and store the information in the cache. However, if
the storage device 50 is faulty, the storage device 60 may
possibly receive only a part of the data to be written corre-
sponding to the current time period number of the storage
device 50. Inthis case, the data stored by the storage device 60
is possibly untrue, and if the storage device 60 takes over
work of the storage device 50 directly, data consistency can-
not be guaranteed. For example, if a host sends a read data
request to the storage device 60 at this time, requesting to read
data stored in the address information (such as an LBA), the
storage device 60 will search for a latest number correspond-
ing to the address information and then send data to be written
corresponding to the current time period number to the host,
however, the data is untrue. Therefore, in this case, it is
necessary to restore data corresponding to a number preced-
ing the current time period number of the storage device 60
from the data in the cache of the storage device 60.

Specifically, that the storage device 50 has failed may be
determined in a manner in which a control center sends a
signal to the storage device 60, where the signal is used to
indicate that the storage device 50 has failed and that the
storage device 60 needs to take over host services of the
storage device 50.

Generally, when a replication task is completed, the control
center may send a replication success indication to both the
storage device 50 and the storage device 60. If the storage
device 60 does not receive the indication, it indicates that a
current replication task is not completed. Completion of a
replication task means that the storage device 50 has sent
information carried in all write data requests corresponding to
the current time period number to the storage device 60 and
the storage device 60 has finished receiving the information.

When the storage device 60 determines that the storage
device 50 has failed, if the current replication task is com-
pleted, the storage device 60 can take over work of the storage
device 50 directly and data consistency can be guaranteed.
This situation is beyond the discussion of the embodiment of
the present invention.

However, if the current replication task is not completed, it
is necessary to restore data corresponding to a number pre-
ceding the current time period number of the storage device
60 from the data in the cache of the storage device 60.

A specific restoration manner is: according to the received
address information, searching address information corre-
sponding to a number preceding the current time period num-
ber for same address information as the received address
information, if the same address information is not found,
continuing to search address information corresponding to a
further preceding number until the address information is
found, and then obtaining data to be written corresponding to
the number.
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The writing module 604 is configured to add a second
number to the data to be written and address information
corresponding to the first number and write the information to
a cache.

The second number is a number obtained by modifying the
current time period number and also the latest number stored
in the cache in this embodiment. When a host sends a read
data request to the storage device 60, requesting to read data
stored in the address information (such as an LBA), the stor-
age device 60 learns by searching that a latest number corre-
sponding to the address information is the second number and
sends data to be written corresponding to the second number
to the host. Thereby, data consistency is guaranteed.

In the embodiment of the present invention, the storage
device 60 receives address information sent by the storage
device 50, and when the storage device 50 faulty, obtains data
to be written corresponding to a number preceding the current
time period number, adds a second number to the data to be
written and address information corresponding to the number
preceding the current time period number, and stores the
information in a cache. Thereby, data consistency is guaran-
teed.

Referring to FIG. 7, an embodiment of the present inven-
tion provides a storage device 700. The storage device 700
may include a storage device already known in the prior art.
The embodiment of the present invention does not limit the
specific implementation of the storage device 700. The stor-
age device 700 includes:

a processor 710, a communications interface 720, a
memory 730, and a communications bus 740.

The processor 710, the communications interface 720, and
the memory 730 implement mutual communication by using
the communications bus 740.

The communications interface 720 is configured to com-
municate with a network element, for example, with a host or
a switch.

The processor 710 is configured to execute a program 732.

Specifically, the program 732 may include program code,
and the program code includes a computer operation instruc-
tion.

The processor 710 may be a central processing unit CPU,
or an Application Specific Integrated Circuit ASIC, or be
configured to one or multiple integrated circuits that imple-
ment the embodiments of the present invention.

The memory 730 is configured to store the program 732.
The memory 730 may include a high-speed RAM, or a non-
volatile memory, for example, at least one magnetic disk
memory.

The program 732 may specifically include:

a receiving module 501, configured to receive a first write
data request sent by a host, where the first write data request
carries data to be written and address information;

a reading and writing module 502, configured to add a first
number to the data to be written and address information and
write the information to a cache, where the first number is a
current time period number; and read the data to be written
and address information corresponding to the first number
from the cache;

a current time period number manager 503, configured to
modify the current time period number to identify informa-
tion carried in a subsequent write data request; and

a sending module 504, configured to send the data to be
written and address information to a storage device in the
disaster recovery center.
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For specific implementations of the modules in the pro-
gram 732, reference may be made to corresponding modules
in the embodiment illustrated in FIG. 5, which will not be
further described herein.

Referring to FIG. 8, an embodiment of the present inven-
tion provides a storage device 800. The storage device 800
may include a storage device already known in the prior art.
The embodiment of the present invention does not limit the
specific implementation of the storage device 800. The stor-
age device 800 includes:

a processor 810, a communications interface 820, a
memory 830, and a communications bus 840.

The processor 810, the communications interface 820, and
the memory 830 implement mutual communication by using
the communications bus 840.

The communications interface 820 is configured to com-
municate with a network element, for example, with a host or
a switch.

The processor 810 is configured to execute a program 832.

Specifically, the program 832 may include program code,
and the program code includes a computer operation instruc-
tion.

The processor 810 may be a central processing unit CPU,
or an application specific integrated circuit Application Spe-
cific Integrated Circuit (ASIC), or be configured to one or
multiple integrated circuits that implement the embodiments
of the present invention.

The memory 830 is configured to store the program 832.
The memory 830 may include a high-speed RAM, or a non-
volatile memory, for example, at least one magnetic disk
memory.

The program 832 may specifically include:

a receiving module 601, configured to receive address
information sent by a storage device 50;

a searching module 602, configured for: when it is deter-
mined that the storage device 50 has failed, a storage device
60 to obtain, according to the address information, data to be
written corresponding to a first number, where address infor-
mation corresponding to the first number is the same as the
received address information and the first number is a number
preceding the current time period number; and

a writing module 604, configured to add a second number
to the data to be written and address information correspond-
ing to the first number and write the information to a cache.

For specific implementations of the modules in the pro-
gram 832, reference may be made to corresponding modules
in the embodiment illustrated in FIG. 6, which will not be
further described herein.

It may be clearly understood by persons skilled in the art
that, for the purpose of convenient and brief description, for a
detailed working process of the foregoing device and module,
reference may be made to a corresponding process in the
foregoing method embodiments, and the details are not
described herein again.

The following describes an application of the method pro-
vided by this embodiment of the present invention to a sce-
nario that includes at least two disaster recovery centers.

As shown in FIG. 9, a storage system includes one produc-
tion center and at least two disaster recovery centers.

The production center includes a production host, a con-
necting device and a production array. A system architecture
of'adisaster recovery center is similar to that of the production
center, including a disaster recovery host, a connecting device
and a disaster recovery array. The production center and the
disaster recovery center may perform data transmission over
Internet Protocol (IP) or Fiber Channel (FC). There may be a
control center between the production center and the disaster
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recovery center. The control center may be deployed on the
production center side or on the disaster recovery center side,
or deployed on a third-party device between the production
center and the disaster recovery center. The control center is
configured to send a signal to the disaster recovery array when
the production array is faulty, so that the disaster recovery
array takes over host services of the production array.

The production host and the disaster recovery host may be
any computer devices known in the prior art, such as servers
and desktop computers. Inside a host, an operating system
and other application programs are installed.

The connecting device may include any interface, known
in the prior art, between a storage device and a host, such as a
fiber switch or other currently available switches.

The production array and the disaster recovery array may
both be a storage device known in the prior art, such as a
Redundant Array of Inexpensive Disks (RAID), Just a Bunch
Of Disks (JBOD), and one or more interconnected disk
drives, such as a tape library, or a tape storage device of one or
more storage units, where the one or more interconnected
disk drives are of a Direct Access Storage Device (DASD).

Storage space of the production array may include multiple
data volumes. A data volume is logical storage space formed
by mapping physical storage space. For example, a data vol-
ume may be a Logic Unit Number (LUN), or a file system. In
this embodiment of the invention, the disaster recovery array
has a structure similar to that of the production array.

To ensure security of data in the production center, gener-
ally, a plurality of disaster recovery centers needs to be
deployed. The data in the production center is replicated to the
plurality of disaster recovery centers, so that, when both the
production center and one disaster recovery center encoun-
ters a disaster, another disaster recovery center still stores the
data and the data is not lost. In this embodiment of the present
invention, a task that the production array replicates data it
stores in one data volume to a disaster recovery array is
referred to as a replication relationship (also referred to as
pair). Each replication relationship corresponds to one unique
identifier (for example, ID). Before a disaster occurs, because
the production array continuously receives write data
requests sent by the host, the production array also needs to
continuously replicate data it stores to the disaster recovery
array. Therefore, one replication relationship may be divided
to a certain number of time periods, and a task that the pro-
duction array sends, within each period of time, information
carried in a write data request received by one data volume, to
the disaster recovery array is referred to as a replication task.

The production array may include a current time period
number manager that stores current time period numbers. A
current time period number may be a numeric value, such as
0, 1, or 2, or a letter, such as a, b, or ¢, which is not limited
herein. It should be noted that the current time period number
is applicable to every disaster recovery array. Every time
when a replication task is triggered, the current time period
number is modified.

That the current time period number is 1 is used as an
example. When the production array receives a write data
request, a number of a numeric value 1 is added to data to be
written and address information carried in the write data
request, and then the data to be written and address informa-
tion carried in the write data request and the number of the
numeric value 1 are all written to a cache.

When a replication task corresponding to a first disaster
recovery array is triggered, the production array modifies the
current time period number from a numeric value 1 to a
numeric value 2, so that a number of the numeric 2 is added to
data to be written and address information carried in a sub-
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sequently received write data request. Then, the data to be
written and address information corresponding to the number
of'the numeric 1 are sent to the first disaster recovery array.

When a replication task corresponding to a second disaster
recovery array is triggered, the production array modifies the
current time period number from a numeric value 2 to a
numeric value 3, so that a number of the numeric value 3 is
added to data to be written and address information carried in
a subsequently received write data request.

When a replication task corresponding to a third disaster
recovery array is triggered, the production array modifies the
current time period number from a numeric value 3 to a
numeric value 4, so that a number of the numeric 4 is added to
data to be written and address information carried in a sub-
sequently received write data request.

However, when the replication task corresponding to the
first disaster recovery array is triggered for another time, the
production array modifies the current time period number
from a numeric value 4 to a numeric value 5, so that a number
of the numeric value 5 is added to data to be written and
address information carried in a subsequently received write
data request. It is assumed that the production array records
only the current time period number. Then, at this time,
accordingly, only the data to be written and address informa-
tion corresponding to the number of the numeric value 4 are
sent to the first disaster recovery center. Consequently, the
data to be written and address information corresponding to
the number of the numeric value 2 and the data to be written
and address information corresponding to the number of the
numeric value 3 are omitted, and data stored in the first
disaster recovery array is inconsistent with that in the produc-
tion array. Similarly, the second disaster recovery array and
the third disaster recovery array is also faced with a problem
that the received data to be written and address information
are incomplete.

Referring to FIG. 10, FIG. 10 shows an embodiment of a
data replication method proposed by the present invention in
order to solve the problem. The method is applied to a pro-
duction array that corresponds to at least two disaster recov-
ery arrays. In this embodiment of the present invention, for
ease of description, the production array is referred to as a first
storage device and one of the at least two disaster recovery
arrays is referred to as a second storage device. It should be
noted that reference may be made to the embodiments shown
in FIG. 2 to FIG. 4 for specific execution of the following
steps.

The method includes the following steps:

Step 41: When a current replication task is triggered, the
first storage device reads a current time period number.

The replication task may be triggered by a timer, or trig-
gered manually, or triggered in other triggering manners,
which is not limited herein. When the replication task is
triggered, the first storage device may read the current time
period number from a current time period number manager. It
should be noted that, when the replication task is triggered,
the first storage device modifies the current time period num-
ber at a trigger moment, and here, the current time period
number read by the first storage device is the modified current
time period number. For ease of description, in the following
steps, the current time period number before the modification
is referred to as a historical time period number.

Step 42: Read a second number, where the second number
is a number corresponding to a latest completed replication
task that is correlated with the current replication task.

In this embodiment of the present invention, that the latest
completed replication task is correlated with the current rep-
lication task means that the current replication task and the
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latest completed replication task belong to a same replication
relationship, and from the preceding description, it can be
learned that each replication relationship has a unique ID.
When the replication task is triggered, the first storage device
may receive the ID and read the second number according to
the ID.

Specifically, when the current replication task is triggered
by a timer, the ID may be carried in the timer; and when the
current replication task is triggered manually, the first storage
device may receive the ID in a signal form or other forms.

In this embodiment of the present invention, every time
when areplication task is completed, a number corresponding
to the completed replication task is recorded. Optionally, only
a number corresponding to the latest completed replication
task may be stored, and the number is updated when a next
replication task is completed; or, numbers corresponding to
all completed replication tasks may be stored, which is not
limited herein.

It is understandable that a number corresponding to a latest
completed replication task is recorded in each replication
relationship.

Step 43: Determine, according to the current time period
number and the second number, a first number, where the first
number is a number before the current time period number
when the replication task is triggered and the first number is a
number after the second number.

For example, the current time period number is a numeric
value 5 and the second number is a numeric value 2, and any
number in an interval (2, 5) may be determined as the first
number. It should be noted that the interval is an open interval
excluding the numeric value 2 and the numeric value 5.

Step 44: Replicate to-be-replicated data and address infor-
mation of the to-be-replicated data that are stored in a cache
and correspond to the first number to a second storage device.

Specifically, the to-be-replicated data and the address
information of the to-be-replicated data that correspond to the
first number are read from the cache and the to-be-replicated
data and the address information of the to-be-replicated data
are sent to the second storage device.

Optionally, the first storage device may directly send the
to-be-replicated data and the address information of the to-
be-replicated data to the second storage device, or generate a
write data request according to the to-be-replicated data and
the address information of the to-be-replicated data and send
the write data request to the second storage device.

Optionally, when a plurality of numbers all satisfies a con-
dition of being before the current time period number when
the current replication task is triggered and after the number
corresponding to the latest completed replication task, and the
plurality of numbers corresponds to same address informa-
tion, only address information and to-be-replicated data cor-
responding to a latest number may be sent to the second
storage device. The latest number is a number generated most
recently. For example, it is assumed that the current time
period number is modified by adding 1 each time, and the
latest number is a number with a greatest numeric value.

In this embodiment of the present invention, when the
current replication task is triggered, the first storage device
determines the first number according to the current time
period number and the second number, where the second
number is a number corresponding to the latest completed
replication task before the current replication task, and the
first number is a number before the current time period num-
ber when the current replication task is triggered and after the
second number, and replicates the to-be-replicated data and
the address information of the to-be-replicated data that are
stored in the cache and correspond to the first number to the
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second storage device. Because all numbers between the sec-
ond number and the current time period number may be
determined as the first number, as long as a number is deter-
mined as the first number, to-be-replicated data and address
information of the to-be-replicated data that correspond to the
number can be replicated to the second storage device. There-
fore, even if the current time period number is modified when
a replication task corresponding to another disaster recovery
array is triggered, the first storage device can still find,
according to the second number, to-be-replicated data and
address information of the to-be-replicated data that are not
replicated to the second storage device, and replicate them to
the second storage device, thereby ensuring integrity of rep-
lication.

Optionally, in the foregoing embodiment, before the cur-
rent replication task is triggered, the method further includes:

receiving a first write data request, where the first write data
request includes the to-be-replicated data and the address
information of the to-be-replicated data; and adding the first
number to the to-be-replicated data and the address informa-
tion of the to-be-replicated data and writing them to the cache,
where the first number is a historical time period number.

Specifically, the historical time period number refers to a
current time period number corresponding to a moment when
the first write data request is received. From the embodiments
shown in FIG. 2 to FIG. 4, it can be learned that, when a
replication task is triggered, the historical time period number
needs to be modified to a current time period number.

Optionally, the method may further include:

receiving a second write data request, where the second
write data request includes target data and address informa-
tion of the target data;

adding a third number to the target data and the address
information of the target data;

determining whether the third number is the same as the
first number;

when the third number is the same as the first number,
determining whether the address information of the target
data is the same as the address information of the to-be-
replicated data;

when the address information of the target data is the same
as the address information of the to-be-replicated data,
replacing the to-be-replicated data stored in the cache with
the target data; and

when the address information of the target data is not the
same as the address information of the to-be-replicated data,
writing, to the cache, the target data and the address informa-
tion of the target data after the third number is added.

When the third number is not the same as the first number,
the target data and the address information of the target data
after the third number is added are written to the cache.

Referring to FIG. 11, FIG. 11 is a schematic structural
diagram of a storage device according to an embodiment of
the present invention. As shown in FIG. 11, the storage device
includes: a reading and writing module 52, a determining
module 53, and a replicating module 54.

The reading and writing module 52 is configured to read a
current time period number when a current replication task is
triggered, and read a second number, where the second num-
ber is a number corresponding to a latest completed replica-
tion task that is correlated with the current replication task.

The determining module 53 is configured to determine,
according to the current time period number and the second
number, a first number, where the first number is a number
before the current time period number when the current rep-
lication task is triggered and the first number is a number after
the second number.
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The replicating module 54 is configured to replicate to-be-
replicated data and address information of the to-be-repli-
cated data that are stored in cache and correspond to the first
number to a second storage device.

In this embodiment of the present invention, when the
current replication task is triggered, the first storage device
determines the first number according to the current time
period number and the second number, where the second
number is a number corresponding to the latest completed
replication task before the current replication task, the first
number is a number before the current time period number
when the current replication task is triggered and after the
second number, and replicates the to-be-replicated data and
the address information of the to-be-replicated data that are
stored in the cache and correspond to the first number to the
second storage device. Because all numbers between the sec-
ond number and the current time period number may be
determined as the first number, as long as a number is deter-
mined as the first number, to-be-replicated data and address
information of the to-be-replicated data that correspond to the
number can be replicated to the second storage device. There-
fore, even if the current time period number is modified when
a replication task corresponding to another disaster recovery
array is triggered, the first storage device can still find,
according to the second number, to-be-replicated data and
address information of the to-be-replicated data that are not
replicated to the second storage device, and replicate them to
the second storage device, thereby ensuring integrity of rep-
lication.

Optionally, the storage device may further include a
recording module 55, configured to record the second num-
ber.

Optionally, that the latest completed replication task is
correlated with the current replication task means that the
current replication task and the latest completed replication
task belong to a same replication relationship; and the storage
device further includes a receiving module 51.

The receiving module 51 is configured to receive an iden-
tifier corresponding to the replication relationship.

The reading and writing module is specifically configured
to read, according to the identifier, the second number corre-
sponding to the current replication task.

Optionally, the receiving module 51 is further configured
to receive a first write data request before the current replica-
tion task is triggered, where the first write data request
includes the to-be-replicated data and the address information
of the to-be-replicated data; and

the reading and writing module 52 is further configured to
add the first number to the to-be-replicated data and the
address information of the to-be-replicated data, and write
them to the cache, where the first number is a historical time
period number. The current time period number is formed by
modifying the historical time period number.

Optionally, the replicating module 54 is specifically con-
figured to: when the address information corresponds to a
plurality of numbers, determine a latest number in the num-
bers corresponding to the address information as the first
number; and replicate the to-be-replicated data and the
address information of the to-be-replicated data that are
stored in the cache and correspond to the first number to the
second storage device.

The storage device provided by this embodiment of the
present invention is used to execute the data replication
method described in the foregoing embodiment. Reference
may be made to the description of the method embodiment for
a detailed description of the functions of the modules, and no
more details are described herein.
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As shown in FIG. 12, FIG. 12 shows a storage device
provided by an embodiment of the prevent invention, includ-
ing:

aprocessor 101, amemory 102, a system bus (bus for short)
105, and a communications interface 103. The processor 101,
the memory 102, and the communications interface 103 are
connected and implement mutual communication by using
the system bus 105.

The processor 101 may be a single-core or multi-core
central processing unit, or a specific integrated circuit, or be
configured to one or more integrated circuits that implement
the embodiments of the present invention.

The memory 102 may be a high-speed RAM memory, or a
non-volatile memory (non-volatile memory), for example, at
least one magnetic disk memory.

The communications interface 103 is configured to com-
municate with a storage device.

The memory 102 is configured to store a computer execut-
able instruction 1021. Specifically, the computer executable
instruction 1021 may include program code.

When a computer runs, the processor 101 runs the com-
puter executable instruction 1021 and can execute the method
process illustrated in FIG. 10.

In the several embodiments provided in the present appli-
cation, it should be understood that the disclosed device and
method may be implemented in other manners. For example,
the described apparatus embodiment is merely exemplary.
For example, the module division is merely logical function
division and may be other divisions in actual implementation.
For example, a plurality of modules or components may be
combined or integrated into another device, or some features
may be ignored or not performed. In addition, the displayed or
discussed mutual couplings or direct couplings or communi-
cation connections may be implemented by using some inter-
faces. The indirect couplings or communication connections
between the apparatuses or modules may be implemented in
electronic, mechanical, or other forms.

The modules described as separate parts may or may not be
physically separate, and the parts displayed as modules may
or may not be physical sub-modules, may be located in one
position, or may be distributed on a plurality of network
sub-modules. Some or all of the modules may be selected to
achieve the objectives of the solution of the embodiment
according to actual needs.

In addition, function modules in the embodiments of the
present invention may be integrated into a processing module,
or each of the modules may exist alone physically, or two or
more modules may be integrated into one module.

Persons of ordinary skill in the art may understand that all
or a part of the steps of the foregoing embodiments may be
implemented by hardware, or may be implemented by a pro-
gram instructing relevant hardware. The program may be
stored in a computer readable storage medium. The storage
medium may be a read-only memory, a magnetic disk, or an
optical disk.

Finally, it should be noted that the foregoing embodiments
are merely intended for describing the technical solutions of
the present invention rather than limiting the present inven-
tion. Although the present invention is described in detail with
reference to the foregoing embodiments, persons of ordinary
skill in the art should understand that they may still make
modifications to the technical solutions described in the fore-
going embodiments, or make equivalent replacements to
some or all the technical features thereof, as long as such
modifications or replacements do not cause the essence of
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corresponding technical solutions to depart from the scope of

the technical solutions of the embodiments of the present
invention.

We claim:

1. A method for a source storage device to send data to a
backup storage device over multiple backup time periods,
wherein each backup time period is assigned a period 1D,
wherein the source storage device includes a processor and a
cache; the method being performed by the processor and
comprising:

receiving multiple write data requests in a current backup

time period, wherein each write data request includes
data;

reading a first period ID recorded in a period ID table,

wherein the first period ID corresponds to the current
backup time period;
modifying each of the write data requests received in the
current backup time period by attaching the first period
ID to the data of said each write data request;

writing each of the modified write data requests into the
cache, wherein the cache storing write data requests
each having an attached period ID corresponding to a
backup time period in which said each write data request
stored in the cache is received by the source storage
device;

determining that a backup task corresponding to the cur-

rent backup time period is triggered, wherein the trig-
gering of the backup task moves the source device into a
next backup time period;

identifying a second period ID, wherein the second period

ID corresponds to a previous backup time period up to
which data of write data requests received by the source
storage device have been duplicated to the backup stor-
age device;
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obtaining from the cache data of write data requests stored 35

in the cache that are received after the backup time
period corresponding to the second period ID and up to
the current backup time period; and

sending the obtained data to the backup storage device.

2. The method according to claim 1, wherein each of the 40

write data requests further includes an address, and the
method further comprises: sending the address to the backup
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storage device to instruct the backup storage device to store
the obtained data into a storage space of the address.

3. A storage device for sending data to a backup storage
device over multiple backup time periods, wherein each
backup time period is assigned a period 1D, wherein the
storage device comprises a processor and a cache;

wherein the processor is configured to:

receive multiple write data requests in a current backup

time period, wherein each write data request includes
data;

read a first period ID recorded in a period ID table, wherein

the first period ID corresponds to the current backup
time period;
modify each of the write data requests receiving in the
current backup time period by attaching the first period
ID to the data of said each write data request;

write each of the modified write data requests into the
cache, wherein the cache storing write data requests
each having an attached period ID corresponding to a
backup time period in which said each write data request
stored in the cache is received by the source storage
device;

determine that a backup task corresponding to the current

backup time period is triggered, wherein the triggering
of the backup task moves the source device into a next
backup time period;

identify a second period ID, wherein the second period ID

corresponds to a previous backup time period up to
which data received by the source storage device have
been duplicated to the backup storage device;

obtain from the cache data of write data requests stored in

the cache that are received after the backup time period
corresponding to the second period ID and up to the
current backup time period; and

send the obtained data to the backup storage device.

4. The storage device according to claim 3, wherein each of
the write data requests further includes an address, and the
processor is further configured to send the address to the
backup storage device to instruct the backup storage device to
store the obtained data into a storage space of the address.
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